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Who are Arbor Networks?

 Founded in 2000

» 250+ Employees
— 10 countries

150+ Customers

— 70+% of the World’s
Service Providers
e 3yr Growth (2004-2006) OPSE

(@ INTERNET |SECURITY SYSTEMS"
- 300% Ahead of the threat.”

CERTIFIED

¢ Organic Growth +
Growth through
acquisition
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Challenges & Trends Facing all Network Operators

Threats on the Rise Cloud-Based Security

Delivery: From CPE to ITC

In-the-
Firewall Cloud DDOS
IPS

DS Rate

Shaping/QOS

Anti-Spam/AV
CFM

Explosion in Volume & Drive to increase
Diversity of Traffic Profitability
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Infrastructure Security Survey, 2007

* Third edition of survey, now
available from the Arbor
WWW site.

» 87 operators invited to
respond, 70 responded

* Wide range of respondent
organizations, types were
self-classified

* Number of dedicated security
staff relatively low. (some tier
1’s replied that they had no
dedicated staff)
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Most Concerning Operational Threat

* Bots push DDoS from top spot this year, followed cl osely by DDoS
(typically perpetrated by bots)

« Worms still concern per implicit DoS effects

» Perhaps not surprisingly, BGP very little concern - BOTCONOMICS 101.:
where’s the $$
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Attack Vectors : Types of Attacks / Attack Destinati ons

e Customer sites still top attacks
destination.

« Commercial, political and gambling
sites lead the way.

¢ Other includes — broadband users,
toll-fraud, social networking sites etc..

* UDP Floods now the most common
type of bps and pps attack.

* SYN Floods move down as more
carriers implement counter
measures.
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Attack Vectors : Largest Observed Attacks
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Largest attacks (22 & 24 Gbps)
reported by large content provider and
hosting providers

Both >20 Gbps attacks reported to
have been DNS reflective amplification
attacks

* Proliferation of broadband
connectivity

* Increased virulence of attack
vectors

» Sophistication of bot management
software
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Collateral Damage to Infrastructure

ISP n

512

* With scale of attacks today not just the target is i mpacted,

other customers and often times upstream providers are
impacted as well

* Throwing bandwidth alone at the problem is a losing b attle
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Frequency of Attacks

* Good news - not much change in the frequency of
customer / infrastructure impacting attacks.

* But:
* Maybe skewed by wider range in respondent size / location
» Operators who do not offer a managed service may not
record customer attacks.
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Attack Detection Mechanisms

« Commercial attack detection
and traceback mechanisms
are most common

* Increase in use of Open
Source tools.

* Most tools use ‘flow’
technologies for data
collection

* Most respondents ( > 80%)
have tools to trace attacks
back to network ingress today,
this has changed considerably
over past three years
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Attack Mitigation Mechanisms

« Mitigation mechanisms unchanged from previous
survey.

 ACLs and destination based Black-Hole still most
common mechanisms.

* Downside of these mechanisms is that they tend to
‘complete’ the attack.
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Managed Security Services

 DD0oS MSS market is born out necessity due to
service convergence and SLAs.

» Customers have demanded ‘clean-pipe’ services

* This has driven investment in detection / mitigatio n
infrastructure over the past 12 months.
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DDoS Managed Security Services

Pervasive, cost-effective network visibility, deep a pplication insight,
security and managed services

Pervasive Network Visibility &
Deep Application Insight

Leverage “IP flow” technology for pervasive,
cost-effective network visibility. (BGP, QoS,
MPLS etc.). Along with insight into

applications via deep packet inspection (DPI).

Comprehensive Threat

Management

Comprehensive detection with surgical
mitigation and reporting of DDoS and zero-
day threats before they impact business
services.

In-Cloud Services Enabler

A platform which offers the potential to deliver new
revenue-generating services (i.e DDoS Protection and
MPLS VPN Visibility).
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Questions?
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